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Be a Cyber Secure Citizen! By Doug Quinn 

Securing your personal computer plays a 
crucial role in protecting our nation's 
Internet infrastructure. This article is 
designed to give you the information 
needed to secure your home or small 
business computer. 
 
1. Use protection software "anti-virus 

software" and keep it up to date. 
 
Make sure you have anti-virus software on 
your computer! Anti-virus software is 
designed to protect you and your computer 
against known viruses so you don't have to 
worry. But with new viruses emerging daily, 
anti-virus programs need regular updates, 
like annual flu shots, to recognize these 
new viruses. Be sure to update your anti-
virus software regularly! The more often 
you keep it updated, say once a week, the 
better. Check with the web site of your anti-
virus software company to see some 
sample descriptions of viruses and to get 
regular updates for your software. Stop 
viruses in their tracks! 
  
2. Don't open email from unknown 

sources 
 
A simple rule of thumb is that if you don't 
know the person who is sending you an 
email, be very careful about opening the 
email and any file attached to it. Should 
you receive a suspicious email, the best 
thing to do is to delete the entire message, 
including any attachment. Even if you do 
know the person sending you the email, 
you should exercise caution if the message 
is strange and unexpected, particularly if it 
contains unusual hyperlinks. Your friend 
may have accidentally sent you a virus. 
Such was the case with the "I Love You" 
virus that spread to millions of people in 
2001. When in doubt, delete!  
 
      

3. Use hard-to-guess passwords.  
   
Passwords will only keep outsiders out if they 
are difficult to guess! Don't share your 
password, and don't use the same password 
in more than one place. If someone should 
happen to guess one of your passwords, you 
don't want them to be able to use it in other 
places. The golden rules of passwords are: 
(1) A password should have a minimum of 8 
characters, be as meaningless as possible, 
and use uppercase letters, lowercase letters 
and numbers, e.g., xk28LP97. (2) Change 
passwords regularly, at least every 90 days. 
(3) Do not give out your password to anyone!  
 
4. Protect your computer from Internet 

intruders -- use "firewalls".  
 
Equip your computer with a firewall! Firewalls 
create a protective wall between your 
computer and the outside world. They come 
in two forms, software firewalls that run on 
your personal computer and hardware 
firewalls that protect a number of computers 
at the same time. They work by filtering out 
unauthorized or potentially dangerous types 
of data from the Internet, while still allowing 
other (good) data to reach your computer. 
Firewalls also ensure that unauthorized 
persons can't gain access to your computer 
while you're connected to the Internet. You 
can find firewall hardware and software at 
most computer stores nationwide. Don't let 
intruders in!  
 
5. Don't share access to your computers 

with strangers. Learn about file sharing 
risks.  

 
Your computer operating system may allow 
other computers on a network, including the 
Internet, to access the hard-drive of your 
computer in order to "share files".  

Continued on page 2 
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This ability to share files can be used to infect your computer with a virus or look at the files on your 
computer if you don't pay close attention. So, unless you really need this ability, make sure you turn off 
file-sharing. Check your operating system and your other program help files to learn how to disable file 
sharing. Don't share access to your computer with strangers!  
 
6. Disconnect from the Internet when not in use. 
 
Remember that the Digital Highway is a two-way road. You send and receive information on it. 
Disconnecting your computer from the Internet when you're not online lessens the chance that 
someone will be able to access your computer. And if you haven't kept your anti-virus software up-to-
date, or don't have a firewall in place, someone could infect your computer or use it to harm someone 
else on the Internet. Be safe and disconnect!  
 
7. Back up your computer data. 
 
Experienced computer users know that there are two types of people: those who have already lost 
data and those who are going to experience the pain of losing data in the future. Back up small 
amounts of data on floppy disks and larger amounts on CDs. If you have access to a network, save 
copies of your data on another computer in the network. Most people make weekly backups of all their 
important data. And make sure you have your original software start-up disks handy and available in 
the event your computer system files get damaged. Be prepared!  
 
8. Regularly download security protection update "patches". 
 
Most major software companies today have to release updates and patches to their software every so 
often. Sometimes bugs are discovered in a program that may allow a malicious person to attack your 
computer. When these bugs are discovered, the software companies, or vendors, create patches that 
they post on their web sites. You need to be sure you download and install the patches! Check your 
software vendors' web sites on a regular basis for new security patches or use the new automated 
patching features that some companies offer. If you don't have the time to do the work yourself, 
download and install a utility program to do it for you. There are available software programs that can 
perform this task for you. Stay informed!  
 
9. Check your security on a regular basis. When you change your clocks for daylight-savings 
time, reevaluate your computer security.  
 
The programs and operating system on your computer have many valuable features that make your 
life easier, but can also leave you vulnerable to hackers and viruses. You should evaluate your 
computer security at least twice a year -- do it when you change the clocks for daylight-savings! Look 
at the settings on applications that you have on your computer. Your browser software, for example, 
typically has a security setting in its preferences area. Check what settings you have and make sure 
you have the security level appropriate for you. Set a high bar for yourself!  
 
10. Make sure your family members and/or your employees know what to do if your computer 
becomes infected. 
 
It's important that everyone who uses a computer be aware of proper security practices. People should 
know how to update virus protection software, how to download security patches from software 
vendors and how to create a proper password. Make sure they know these tips too!  
 
If you would like further information on how to protect your computer at home, the National Cyber 
Security Alliance has  a web page with free educational courses you can complete at 
http://www.staysafeonline.info/beginner.adp 



EMPLOYEE INFO 
 

Happy MayHappy May 

Birthdays to:Birthdays to:  
 

Angie Feyh   Sean Shaugnessy  Jimmie Arnold 
 
Rick Willoughby  Todd Fritz    Cad Griffin 
 
Shirley Perry   Evan Desbian   David lord 
 
Nancy Walden   Carol Coats   Steve Lassiter 
 
Paxton Lopeman  Michele DeMoss  Javier Barajas 
 
Gary Sherrer   Bill Berns    Truett Reed 
  
  
New EmployeeNew Employee  
 
Our newest member of DISC is Haley Atwood, Charlene’s little bundle of 
joy.  We sure are starting them young these days! 
 
Charlene is taking advantage of a program that allows parents to bring 
newborns to work with them until the child is 6-months old. 
 

Welcome Aboard Haley 
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Tim Griffin’s Reception 
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BOT 
To: Craig Srna 
     The move into our new office space this 
week has been very successful.  A large part 
of the success is directly attributable to all the 
things that our people didn’t have to think 
about- they just happened.   
     One of the most important was the 
telephone change over.  We unplugged our 
telephones Friday afternoon at 5:30 and 
plugged them in Monday morning at 7:30- and 
everything worked just fine. 
     Thanks for DISC’s help in  making the move 
successful. 
From: Ben Nelson, Bureau Chief, Bureau of 
Computer Services, KDOT 
 
 
BOCS 
To: Michele DeMoss 
     I just want to express my sincere 
appreciation to you both for assisting our office 
with Lt. Governor's electronic calendar.  
Michele, thank you for all of your hard work in 
finding the files and putting them back on my 
computer.  Your patience and understanding 
was superb as you reviewed each scenario in 
finding the files.  It is such a relief to know that 

we do not need to pull our hard copies out each 
time to look something up.   
     Thank you so much! 
From Connie Bollig, Office of Lt. Governor 
 
BOT 
To: Dave Timpany 
Dave has good ideas on improving our 
connectivity which makes us more efficient and 
secure and I truly appreciate that this topic is 
high on Dave's priorities.  Make sure you and 
your staff keep Dave happy and healthy so 
Dave can continue to assist us with his 
excellent knowledge and skills.   
From: Ronald L. Rohrer, Information Resource 
Manager, KBI 
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Digital States Survey 
 
     After more than a year long hiatus from the Digital States Survey 
we recently completed and submitted the newly formatted document.  
The Center for Digital Government completely rearranged how the 
survey looks, how answers can be structured, and limited the amount 
of input states can provide. 
     For the previous three years we would receive a survey every few 
months with different categories each time.  The new survey covers 
all aspects of digital government for the state in one submission.  The 
new format is supposed to simplify survey procedures and create less 
work for IT managers.   
     We would like to take this opportunity to thank everyone who 
contributed information for the survey.  We were given a short 
response time and many people worked hard to provide the requested 
information in that time frame. 
 
 
 
 Kudos 

Great Job  
Everyone!! 


